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Following the Facebook data scandal that emerged in early 2018, Openet commissioned CC Group and Sapio 
Research to carry out consumer research on the impact of this scandal on attitudes and trust of digital service 
companies / OTTs (like Facebook, Amazon, Netflix, etc) and the impact on mobile operators.

The survey provided the following definition of digital services:

“A digital service is defined as any service accessed and supplied via the internet.  For example, social media 
sites, music and video streaming sites, apps and games, financial services, internet calling, instant messaging, 
and lifestyle apps and services (e.g. taxis)”.

 
Naming conventions: This paper refers to companies like Facebook, Amazon, Netflix, etc as OTTs. In several 
diagrams mobile operators are referred to as MNOs (Mobile Network Operators).

The survey of 1509 consumers was carried out in June 2018. The country breakdown of the sample size is as 
follows: United Kingdom – 346   United States – 516    Brazil – 344   The Philippines – 303     

The Aftermath of the Facebook Data Scandal 
and the Impact on Mobile Operators
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Figure 1: Survey Sample
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Until now, OTTs like Facebook, Netflix and Spotify have been held up as the ‘darlings’ of contextual marketing 
—poster children for delivering personalised digital experiences and services with the help of consumer data. 
But it seems some have been a little too liberal in their use of consumer data, ruining the party for the rest. The 
Facebook data scandal has seriously altered consumer attitudes towards OTTs and personal data, with some 
consumers even deleting accounts in protest. In fact, many have expressed an interest in paying for services if it 
means that their data won’t be abused, signifying an end to the ‘freemium’ era. Consumers are clearly calling out 
for something different, something trustworthy.

This shift in consumer attitudes creates an opportunity for mobile operators. Consumers trust their mobile 
operator more than they trust the OTTs. The reason—people see that their mobile operator has always 
protected their data. As can be seen from the infographic below, 92% of consumers surveyed said that they’d be 
open to their mobile operator delivering digital services—as long as they are transparent about it.

Data Scandals Usher in Digital Opportunities For Mobile Operators

87% don’t think selling data 
to third parties is acceptable

68% are calling for 
greater regulation of OTTs

51% less likely to share data for
free digital services in the future

34% are less trustful of other
OTTs as a result of the scandal

CONSUMER TRUST IN DIGITAL SERVICES

FACEBOOK AND FALLEN
CONSUMER TRUST

OPERATOR
OPPORTUNITY

53% of consumers are less likely to
 share personal data with OTT providers

92% open to MNO-delivered 
digital services – as long as they 
are transparent

56% see their MNO 
as more trustworthy than 
an OTT provider

54% would prefer to deal
with their MNOs for services like 
music and video streaming

62% trust mobile operators
more as they protect consumers’ data
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Who Do Consumers Trust Most, Who Do They Prefer To Buy 
Digital Services From and Why?
For years, mobile operators were being criticised for being not like the OTTs. They weren’t fast enough with 
contextual marketing as they had concerns about customers’ perception on the use of data. They were missing 
huge revenue streams by not selling on consumer data.  Turns out that they were right. A conservative approach 
to data management builds trust.

As can be seen from the figure 3 below, consumers trust mobile operators more than OTTs.

Overall more than half (56%) feel that their MNO is more 
trustworthy than an Digital Service Company / OTT

: 

%

Q1a. Do you think your mobile network operator is more or less trustworthy than a 
digital service company? I think of my mobile network operator as…

BASE: 1059

Figure 3: Consumer trust: Mobile operators and OTTs
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There is an opportunity for mobile operators to build on this trust to provide digital services directly to 
their customers. Figure 4 below shows the types of digital services consumers would most trust their mobile 
operators to provide. This showed that for music, video, messaging and internet calling services consumers 
would prefer to deal with their mobile operator rather than go direct to the OTT.

Figure 4: What digital services would you trust your mobile operator to offer?

Q3. What digital services would you trust your mobile phone operator to offer? By this we mean for 
example, if your mobile network operator were to offer an audio streaming service (such as Spotify), to you 
through your account with them, so that you pay them for the service (through your phone bill) and deal 
with your mobile network operator, rather than with Spotify directly.

Music and video on demand, instant messaging and internet calling would 
all be trusted to be offered by an MNO by over half of respondents

BASE: 1059

When asked the reason why someone would prefer to deal direct with their mobile operator than an OTT there 
was a clear winner—mobile operators have always protected consumers’ data.

Q5. You have indicated that you would trust your mobile operator more than other companies to provide 
one or more of the services listed, why is this?

“My mobile operator has always protected my data” – of those that trust their MNO 
more than other companies to offer digital services, the majority state this as a reason

BASE: 775

Figure 5: Main reason for trust for mobile operators
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Mistrust or Misuse of Personal Data – Changes in Consumer 
Behaviour and The Impact On Freemium Services
Consumers are more aware than ever before about use of personal data and since the Facebook data scandal 
over half have taken actions to change their privacy settings on social media accounts with 5% deleting their 
accounts.

Using the figure of 5% having deleted accounts, we can see that 
potentially millions of social media users have removed an account of 

sorts after hearing about the scandal.

Q8b. Once the Facebook scandal came to light, which of these best describes what action you took?

BASE: 1259

As can be seen from figure 6 above, this could represent over 20M deleted social media accounts in the four 
countries surveyed. 

Figure 6: Social media accounts: actions in response to Facebook data scandal
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Social media is just one type of digital service and it was interesting to see that there has been a knock-on effect 
on levels of trust for all digital service companies. 83% of respondents were aware of the Facebook data scandal 
and of this figure 34% said that their trust in digital service companies has decreased – see figure 7

Just over a third (34%) say that the scandal has decreased the level of 
trust they place with Digital Service Companies

Q10. How has the scandal affected the levels of trust you place with digital service companies?  
My trust in digital service providers has…

BASE: 1259

Q10 only asked to those 
who said they were aware 
of the Facebook scandal

Figure 7: Impact on trust with digital service companies
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With so many people changing the privacy settings on their social media accounts it’s not a surprise to see a call 
for greater data transparency. As shown in figure 8, most people feel that companies need to be much more 
open about how they use personal data and being open and transparent around how they use personal data.

Figure 8: Call for more transparency over use of personal data

86% agree that companies need to be more transparent
“Companies need to be more transparent with their practices 

around data use”

Q13. To what extent do you agree or disagree with the following statement?

: 

BASE: 1509

86%
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There has also been a change in perception in the use of free services. Consumers know that their data is the 
‘product’ and this effects how they view free digital services. Figure 9 below shows that consumers are less likely 
to share their personal data as a rule, but also more than half said that they are less likely to share their data in 
exchange for free digital services.

Figure 9: What’s the likelihood of consumers sharing personal data?

More than half say they are less likely to share personal data with OTTs 
since the scandal, and a similar proportion are less likely to share in 

exchange for free digital services

Q11. Since the recent Facebook data scandal, are you more or less likely to share your personal data 
companies /OTTs? 
Q12. And how has the scandal affected the likelihood of you choosing to share your personal data in 
exchange for free digital services in the future? with digital service BASE: 1509
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So this begs the question, what’s the future for free digital services? Two thirds of consumers said that they’d 
prefer to pay for digital services in return for better controls over their data.

Figure 10: Paying for services and having better data controls

66%

Two thirds would prefer to pay for digital services if it meant 
they had better controls over data

Q14. To what extent do you agree or disagree with the following statement?
BASE: 1509
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It’s probably fair to say that free services will always be attractive to certain groups, but someone has to pay. 
When looking at how free services should be funded, advertising came out on top with only 13% feeling that 
selling customer data to 3rd parties was acceptable.

Figure 11: How should free services be funded?

Almost a fifth feel that none of these are acceptable ways to make 
money, with just 13% thinking selling of personal data to third parties is 
an acceptable option (although this is more acceptable to younger age 

groups compared to older)

Q16. When thinking about free digital services, what to you is an acceptable way  
for a business to make money, in order to remove the cost for the consumer? BASE: 1509
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Figure 12: Personal and anonymised data preferences

When data is anonymised then consumers are less bothered to where it goes. However it’s interesting that 
people don’t mind personalised data being used as much, if it’s only being used by the company that collected 
it in the first place, or if the permission is given to share it with a set list of named companies. It comes back to 
openness, communication and trust.

Respondents are significantly more likely to ‘not mind where it goes or who uses 
it’ when data is anonymised, compared to when it is personally attributable

Q19 a and b. To what extent do you mind what happens to your data if it is: BASE: 1509
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About Openet
Openet provides real-time software solutions and services to enable service providers to create new revenues 
from digital services and improve customer engagement. Our Digital Business Platform and solutions enable 
service providers to be more agile, innovative and enjoy a faster time to value.

We are all for open solutions that deliver value and benefits to our customers. We are against vendor lock-in and 
the vendor first, second and third approach that has been endemic in telecoms. We work with our customers to 
deliver innovative solutions that drive value and enable change.

We passionately believe that the most adaptable businesses are those that prosper best. We help our customers 
transform their businesses and access new revenues and profits by using the latest technologies and methods – 
in ways ranging from augmenting existing architectures or replacement with more agile and cost-effective end to 
end platforms

Summary
Mobile operators have a level of trust with consumers that can be built on to enable operators to take a 
stronger position in the digital value chain. Already we’re seeing operators selling Netflix subscriptions and 
billing for them.  Over half of the people surveyed said that they’d be happy dealing with their mobile operator 
for digital services, such as video and music services. The main reason for this is that they know that their 
mobile operator isn’t going to abuse their data. The success of Orange Bank in providing mobile banking 
services is a clear indication that people do trust their mobile operators with very sensitive data. The Facebook 
data scandal highlighted that OTTs need to be more transparent and open with their customers. It also 
highlighted the need for regulation. For years, mobile operators have been crying foul that they’re under tight 
regulatory control and the OTTs had no such restrictions. Maybe being regulated does have benefits after all.

The results of this survey are clear: consumers trust companies who are open, accountable and regulated. 
Operators have an opportunity to build on this trust and sell a range of digital services to their customers. This 
is already happening and we’ll see more content and telecoms mergers in the next couple of years. However, 
buying content providers isn’t a cost effective option for everyone, so we’ll see increased number of content 
partnerships. The opportunity for the the mobile operators is to take the lead in these partnerships. This means 
engaging with the customer for marketing, service delivery and monetisation of digital services. In order to 
maintain consumer trust they need to be open and transparent about uses of consumers’ personal data.
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